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Email is a primary source of documentation for many organizations and it has taken on an increasingly 
critical role in corporate litigation and court cases.

The need to archive all email correspondence is growing in importance because companies are realizing 

that being in a position to retrieve an old email could save them thousands of dollars (euros) in legal fees and 

fines as well as their credibility.

Today, more than ever before, legal and compliance issues are driving the case for email archiving. Email 

archiving legislation is complex and varies greatly from country to country. Unless companies are well versed 

in compliance and email compliance law, the various regulations affecting email can be a minefield.

This document provides an overview of the archiving legislation in your country.

Laws regulating archiving and the penalties
The following sets forth a list of certain US federal legislation and regulations as well as rules of certain 

national securities exchanges which require a broad range of companies to retain certain records, and briefly 

summarizes these requirements and the penalties for non-compliance.

I. The Securities Exchange Act of 1934 (the “1934 Act”)
The 1934 Act Recordkeeping Rule requires a variety of entities to retain certain records, including every 

national securities exchange, member thereof, broker or dealer who transacts a business in securities 

through the medium of any such member, registered securities association, registered broker or dealer, 

registered municipal securities dealer, registered securities information processor, registered transfer agent, 

and registered clearing agency and the Municipal Securities Rulemaking Board.1 Retention requirements 

under the 1934 Act vary. Transfer agents, for example, are required to retain a variety of the documents they 

encounter in their day-to-day transactions, and may be required to keep those documents for up to six years 

or longer, depending on the type of document.2 Likewise, members of a national security exchange and 

most brokers or dealers are required to keep a wide variety of records for six years or more.3 The SEC has the 

ability to impose fines when records are not produced in a timely manner. For example, in 2002, the SEC 

fined five firms $1.65 million each for violation of the SEC’s retention policies and NASO and NYSE retention 

rules.4 The 1934 Act definition of the term “records” is defined broadly and would cover electronic medium 

such as email.5

1 17 C.F.R. § 240.17a-1.
2 240.17Ad.7 17 C.F.R. § 240.17Ad-6 (2008).
3 17 C.F.R. § 240.17a-3; 17 C.F.R. § 240.17a-4.
4 SEC Release No. 46937/ Oecember 3, 2002, Administrative Proceeding File No. 3-10957.
5 The Securities Exchange Act of 1934. §3(a)(37).
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II. The Commodity Futures Trading Commission (the “CFTC”)
The CFTC requires each futures commission merchant, introducing broker and member of a contract 

market to keep full, complete, and systematic records, together with all pertinent data and memoranda, 

of all transactions relating to its business of dealing in commodity futures, commodity options and cash 

commodities. Each futures commission merchant, introducing broker, and member of a contract market 

shall retain the required records for five years and produce them for inspection and furnish true and correct 

information and reports as to the contents or the meaning thereof, when and as requested by an authorized 

representative of the CFTC or the United States Oepartment of Justice.6 The CFTC is authorized to seek 

penalties for recordkeeping violations which include administrative, civil and criminal sanctions for willful 

violations. For example, in 2003, the CFTC levied a $20 million penalty against a company to settle charges 

for, among other things, failing to produce required records.7 Amendments made in 1999 to the CFTC Rules 

specifically changed the CFTC’s recordkeeping requirements to permit expanded use of electronic storage 

media.8

III. The Sarbanes-Oxley Act (“Sarbanes Oxley”)
Pursuant to Sarbanes-Oxley, when accountants conduct an audit or review of a public reporting company 

under the 1934 Act, accountants must keep all audit or review workpapers for a period of five years from 

the end of the fiscal period in which they conduct an audit or review.9 Violation of Sarbanes-Oxley record 

retention rules can lead to fines and imprisonment for up to 20 years.10 Although the language of Sarbanes-

Oxley does not specifically cite retention of emails, undoubtedly the archival of emails would assist in 

compliance with the rule.

IV. The National Association of Securities Dealers (NASD) and the 
New York Stock Exchange (NYSE)

Both the NASO and the NYSE require that their members make and preserve a wide variety of records for 

no less than six years, in accordance with the SEC Recordkeeping Rules (which, as previously noted, can be 

construed to include emails).11 NYSE Regulation, the enforcement arm of the NYSE, can impose civil fines for 

recordkeeping violations. For example, in September, 2006 the NYSE levied a $2.25 million dollar fine against 

Wachovia Capital Markets for failure to preserve electronic records.12 The NASO may also suspend or expel a 

company from NASO participation.13

6 17 C.F.R. § 1.31, 17 C.F.R. § 1.35.
7 See CFTC Release: 4765-03, March, 2003.
8 164 Federal Register 28,735 (May 27, 1999)
9 Sarbanes Oxley § 802(a). 
10 Sarbanes Oxley § 802(a).
11 17 C.F.R. § 240.17a-4.
12 NYSE Regulation, Hearing Board Oecision: 06-150, September 2006
13 NASO Rule 9552.
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GFI Archiver

GFI Archiver is used by thousands of administrators worldwide to comply with legislation on email archiving. 

GFI Archiver provides a secure, tamper-proof central storage for all company email and files while allowing 

fast and easy access to all archived items if required.

Using the auditing functionality, management can access any email that is requested for eDiscovery/email 

compliance purposes and provide a guarantee that these emails have not been tampered with – a major 

requirement in corporate litigation cases.

With GFI Archiver, companies can:
•	 Gain instant access anytime, anywhere to business critical emails, calendar entries and files via Outlook, 

laptop, smartphone or tablet. Retrieve old and deleted emails on demand - with full thread and 

conversation without any intervention needed from ITPublic Sector organisations and any other company 

or organisation that holds information on behalf of a public sector organisation

•	 Use advanced email search and ‘Saved Search’ capabilities

•	 Archive files and folders and share between different users and teams to enable collaboration on different 

projects

•	 Maximize compliance and minimize legal risk with a complete, tamper-proof archive of all company email 

and files

The benefits for IT administrators:
•	 Reduce reliance on unreliable PST files and centrally store all archived items in one central database

•	 Free up space and resources on your mail servers by storing archived emails in a separate database. GFI 

Archiver is a stub-free solution and therefore does not impact your mail server performance

•	 Reduce user requests for retrieval of old emails or files from backup through the web-based GFI Archiver 

interface

•	 Avoid relying on third-party storage and sharing providers because your email and file archive is stored on 

premise, in your own environment

•	 Use the email setup you require, this includes Microsoft® Exchange, Office 365™, Google Apps™ and other 

email servers, because GFI Archiver works seamlessly with them.

More information about GFI MailArchiver can be found at http://www.gfi.com/archiver/. 

http://www.gfi.com/archiver/?adv=29075&loc=44&utm_medium=education_materials&utm_campaign=MAR_Archiving_legislation_document_from_gfi.com&utm_source=gfi
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For a full list of GFI offices/contact details worldwide,  

please visit: www.gfi.com/contact-us

The information and content in this document is provided for informational purposes only and is provided “as is” with no warranty of any kind, either express or 
implied, including but not limited to the implied warranties of merchantability, fitness for a particular purpose, and non-infringement.

GFI Software is not liable for any damages, including any consequential damages, of any kind that may result from the use of this document. The information is 
obtained from publicly available sources. Though reasonable effort has been made to ensure the accuracy of the data provided, GFI makes no claim, promise or 
guarantee about the completeness, accuracy, recency or adequacy of information and is not responsible for misprints, out-of-date information, or errors. 
GFI makes no warranty, express or implied, and assumes no legal liability or responsibility for the accuracy or completeness of any information contained in this 
document.

If you believe there are any factual errors in this document, please contact us and we will review your concerns as soon as practical.

All product and company names herein may be trademarks of their respective owners. Microsoft and Windows are either registered trademarks or trademarks of 
Microsoft Corporation in the United States and other countries.

GFI Archiver is copyright of GFI SOFTWARE Ltd. - 1999-2015 GFI Software Ltd 
All rights reserved.
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